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1
Decision/action requested

This contribution provides more information on the changes proposed in S3-183620 and S3-183623
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Rationale

Qualcomm have submitted a draft CR [1] that make changes on top of the CR S3-183220 [3] resulting from an Ericsson draft CR at the Harbin meeting on handover from 4G to 5G and a CR [2] on N2 handovers. The first document contains two proposed changes, namely
1. Derive the KgNB at the UE and AMF from KAMF and a NAS COUNT value of 232-1 

· This is to ensure the same KgNB is never derived twice.

2. Use the above derived key directly as the key for the AS security context

· This is in line with 2G/3G to 4G interworking and the use of the first key derived from KAMF and NAS COUNT in subclause 6.9.2.1.1
The second paper contains only the first change for the N2 handover case. It should be noted that there is a difference  between the handling of the KgNB in this case and the text in subclause 6.9.2.1.1. 
For the first change, this was previously agreed by SA3 but got lost in the merging of changes. The changes were agreed in the Belgrade meeting (see S3-181570 which is Rev 1 of CR 105). At the end of the following meeting (in LaJolla), the text is included in the final agreed CR (S3-182093 which is Rev 3 of CR 105) but without change bars. This meant that these changes did not get implemented in the update of TS 33.501 at the subsequent SA plenary. These changes in [1] proposed to re-introduce this previously agreed text for the 4G to 5G case. 
A similar situation occurs for N2-handovers with KAMF change and hence it is proposed in [2] to also use 232-1 as the NAS COUNT value here to prevent any risk of generating the same KgNB.

On the second, there is an inconsistency between the proposal in [3] for deriving one KgNB at the AMF from KAMF and NAS COUNT and using that to derive a second KgNB at the gNB and using the latter key to protect the traffic between the UE and gNB and the figure in subclause 6.9.2.1.1 which show the first key (i.e., initial KgNB) is used directly to protect the traffic between the UE and gNB. 
The issue is compounded in 5G compared to 4G as there is also the case of N2-handover with KAMF change to consider. For this case, it is easier for the gNB to make the second derivation based on the initial KgNB (or temporary KgNB) in all cases as this keeps the gNB handling in N2-handover consistent for all possible N2-handover cases.
After further analysis, we believe it is simpler from an overall system and possible future interworking with new generations to use the method of deriving KgNB proposed in S3-183220 [3]. To do this some modification of the text in 6.9.2.1.1 would be beneficial, for example to clarify that the figure as is only applies in idle to connected transitions in 5G. 
4
Detailed proposal

It proposed that SA3 take the above information into account when discussing [1] and [2].
